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RSA Conference 2013: Security is Hot Again 
As one CEO put it, “If the activity at RSA is 
any indicator, then security is hot again.”   

To be certain, this year’s 2013 RSA 
Conference was a packed affair.  The RSA 
Conference remains one of the most 
important events each year for the IT Security 
industry.  Booths were bigger and the aisles of 
the San Francisco Moscone Center were 
more crowded than in recent years.  The 
rapidly changing market for IT and mobile 
technologies, strong recent VC activity in the 
sector and some high profile news around 
security issues resulted in a dynamic 
conference environment that was as thick with 
buzzwords, bankers and “spin” as it was with 
new and important ideas. 

Was the increased activity and “heat” a 
function of a big influx of venture money into 
the sector in 2011 and 2012, or are we at an 
inflection point in the industry as next 
generation security technologies begin to gain 
real market traction?  The answer is 
probably… both.  The challenge was sorting 
through the marketing hype to get a real feel 
for the direction of the market – both from a 
commercial standpoint as well as to get a 
sense of what the advisory market holds for 
the security industry over the next few years.   

Key Themes from the RSA 
Conference 

The Need for the Security Paradigm to 
Change is Clear – It is Not a Question of If, 
But When 

There is a general consensus amongst those 
that we spoke with that security industry is in 
a transition period.  Security threats have 
become more persistent and pervasive while 
the challenges of managing ever more 
complex and fast moving IT environments 
have become more difficult.  It is no longer a 
question of “if” an organization will be 
infiltrated, but instead “how” and “when.”  The 
bad guys have been consistently one step 

ahead of the defenses being deployed, which 
have tended to be reactive in nature and do 
little to prevent zero-day attacks. 

The Question is Will Enterprises Heed the 
Warnings of CSOs and Actually Buy This 
Stuff? What is not clear is how quickly 
enterprises will adopt these technologies.  
Venture cash can buy a lot of PR and buzz 
but all that can be for naught if enterprises do 
not buy.  Despite the deluge of “next 
generation” solutions on display at RSA and a 
consensus amongst security professionals 
that new approaches embodied by these 
technologies are necessary to secure the 
enterprise, there was an opinion from several 
of the security experts with whom we spoke 
that the enterprises are still behind the curve 
on adopting these technologies. 

The widespread change in the approach to 
security that is necessary to support the new 
paradigm has yet to occur.  As one expert put 
it,  

“Security is inoculation and nobody 
likes a shot.  None of the stock prices 
of companies that have been hacked 
have stayed down long past the hack 
so in one sense, CEOs don't care.”   

A second expert pointed out that CSOs are at 
a constant disadvantage in securing the 
enterprise, both from a budgetary standpoint 
as well as from keeping up with technology.  If 
a head of sales decides that what the 
company needs to maintain its sales edge is 
to deploy a new sales or marketing 
technology or service that may be difficult, if 
not impossible, to secure, it becomes the 
CSO’s problem to solve, even if the 
technology, time and resource to properly 
secure such technology does not exist.  It is 
not surprising, he pointed out, that CSOs have 
the shortest average tenure of any C-level 
exec. 
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Just Because Your IT Security is Working 
Does Not Mean You Are Not Owned  

The nature of threats to enterprises is 
changing.  Many IT managers and security 
technologies still operate from the assumption 
that if a device or technology in the network is 
operating, then it is “clean” or “safe”.  

Increasingly this is an out-of-date approach, 
as many threats can lie passive in the 
infrastructure for long periods of time or are 
unknown to security technologies due to their 
newness (zero-day threats).  Scanning for 
such threats is difficult at best given the scale 
and complexity of most IT infrastructures and 
the nature of zero-day intrusions.   

In the future, effective IT managers will be 
those that are able to effectively operate their 
networks in compromised situations (or as if 
they are).  Some of the more interesting (and 
most innovative) technologies we saw at the 
show were focused on how to bring this level 
of understanding to network managers. 

You Cannot Secure It If You Do Not Know 
What or Where It Is   

One theme that popped up numerous times 
during our conversations with various 
companies was that the first step to securing 
an IT infrastructure was helping managers get 
a better grip on what was actually in their 
networks – be it devices, software or services.   

The proliferation of mobile devices and SaaS 
applications in particular have challenged IT 
managers as employees leverage new 
technologies outside of the traditional IT 
procurement and approval process.  
Furthermore, in addition to knowing what is in 
the network, it is critical to know this 
information in real time (or as close as 
possible).   

We saw a number of companies which were 
attacking this challenge, or part of it, e.g., 
BYOD mobile devices, as a foundation for 
next generation security practices.  To be 
certain, a great deal of venture money has 
flowed into solving this challenge, and there is 
a bit of a land grab as these companies 
position themselves as a “platform” for a suite 
of next-gen security technologies.   

In the long run, we believe that these 
companies will be a critical part of an 
integrated security solution, but we are 
uncertain if the value will be in the cataloging 

function that these companies provide, or if 
the value will be in the higher function risk 
detection, analysis and response capabilities 
that build off of them. 

Securing the Data is Key    

With the general view that keeping hackers 
completely out is ultimately a losing battle, the 
value of security solution rises the closer it is 
to those enterprise assets that are most 
valuable.  In other words, securing what is in 
the network, rather than the network itself, has 
become more of a focus for enterprises.   

Budget dollars exist for technologies that can 
help companies address the rise of threats 
that increasingly target a company’s 
intellectual property or critical customer 
information.  To be certain, there are some 
serious challenges in this arena.  For instance, 
much of the value that IT currently creates for 
organizations is through the collection and 
analysis of huge amounts of customer and 
organizational data using emerging big data 
technologies.  Many of the big data 
technologies, such as Hadoop, that are 
integral to making these valuable data insights 
possible, are also inherently insecure.   

As these big data solutions become more 
commonplace and make their way into 
production deployment, we expect that 
companies that are able to show true security 
solutions for these technologies (without 
slowing down or crippling them) will be big 
winners. 

Risk-Based and Active Security Concepts 
are On the Rise – Changing the Nature of 
Security Tech Throughout the Security 
Stack   

Merely finding and reacting to threats is no 
longer enough.  The volume of potential 
threats and ability of organizations to react to 
them is becoming an issue using traditional 
security methodologies.  Next-gen security 
concepts are moving toward more 
automated, policy-driven, risk analysis 
models.   

This changes the nature of what information IT 
and security managers need to collect from 
their networks, e.g., minute bits of information 
that might overwhelm a manual analysis 
approach to security might be critical details 
for an automated policy-driven approach.   
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We expect that as this approach becomes 
more common that wholesale changes to the 
security infrastructure of most enterprises will 
need to occur.    

Next-Gen Security is an Integrated 
Approach   

One thing that is becoming clear in talking to 
experts and companies at RSA is that 
effective security continues to move from a 
“point-solution” approach to a more 
integrated one.  There are several reasons for 
this.   

First, as security shifts to a more risk-based 
model, the growing complexity of IT 
infrastructures, and the need for constant 
monitoring associated with detecting and 
determining risks across that infrastructure 
results in a way more data than can be 
analyzed manually.   

Second, where today, a certain amount of 
“swivel-chair” management is tolerated, the 
ability to have data flow from infrastructure 
management to threat-detection to risk 
analysis and then back down into protection 
and reaction schemes will be critical – and 
impossible without integrated tools.  

Compliance is Not Security – But 
Compliance Sells 

Lastly, one lament that we heard from both 
technology vendors and from security experts 
is that much of the enterprise attention is still 
focused on meeting compliance requirements 
for security.  Whether such compliance is 
based on regulatory requirements, e.g., 
certain industries such as banking or 
healthcare, or just merely a function of 
corporate CYA, is irrelevant because as was 
pointed out on several occasions “compliance 
is not security”.   

Nevertheless, from a market perspective, we 
believe that a fair amount of activity and 
revenues in security will continue to be driven 
by meeting “check the box” requirements until 
it becomes clear that the market, both Wall 
Street, and Main Street, put a price on 
security failure. 

Thoughts on the M&A Market Coming Out 
of RSA 

With the exception of Q3 2012, which was the 
strongest quarter for security M&A in years, 
overall security volume, total value and 
average size generally have been declining for 
the past two years.  Exit multiples in security 
have remained fairly strong, however, in 
comparison to the overall software market, 
excluding SaaS/Cloud transactions.   

Investment in IT security remains strong from 
both venture and private equity.  While the 
traditional acquirers in security have been less 
active recently, we expect that there will be 
more strategic and customer pressure to 
consolidate next-gen security technologies as 
companies aim to become the underlying 
platform for enterprises to manage security in 
a more integrated approach.  
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About Headwaters MB 
Headwaters MB is an independently owned, growth investment bank and advisory firm.  Headwaters MB has transacted over $7 billion of 
middle market deals and has over $256 billion of deal experience from its 65 full-time senior professionals.  Headwaters has a national office 
footprint in the United States, headquartered in Denver, with additional offices in Boston, Chicago, New York, San Francisco & Washington 
D.C. 

Headwaters MB has a significant international track record; providing our clients with a global reach. 

Our team has generated significant revenue from cross-border transactions, has local advisory partners in 30 countries and the firm has 
been the winner of “Cross Border Deal of the Year”.   

The firm has an established reputation as quality service provider and trusted long-term advisor to clients with a history of process and 
transaction excellence. 
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Our bankers have deep personal experience completing transactions for companies in the technology, media and telecom space, including: 

 
*Some transactions completed by Headwaters team members on prior platforms 

Disclosure:  This newsletter is a periodic compilat ion of certain economic and corporate information, as wel l  as completed and 
announced merger and acquisit ion act iv ity.  Information contained in this newsletter should not be construed as a recommendation 
to sel l  or buy any security.  Any reference to or omission of any reference to any company in this newsletter should not be 
construed as a recommendation to buy, sel l  or take any other act ion with respect to any security of any such company.  We are not 
sol ic it ing any act ion with respect to any security or company based on this newsletter.  The newsletter is publ ished solely for the 
general information of cl ients and fr iends of Headwaters MB, LLC.  I t  does not take into account the part icular investment 
object ives, f inancial s ituat ion, or needs of indiv idual recipients.  Certain transactions, including those involv ing early stage 
companies, give r ise to substantia l  r isk and are not suitable for al l  investors.  This newsletter is based upon information that we 
consider rel iable, but we do not represent that i t  is accurate or complete, and it  should not be rel ied upon as such.  Predict ion of 
future events is inherently subject to both known and unknown r isks, and other factors that may cause actual results to vary 
mater ia l ly.  We are under no obl igat ion to update the information contained in this newsletter.  

Opinions expressed are our present opinions only and are subject to change without notice.  Addit ional information is avai lab le 
upon request.  The companies mentioned in this newsletter may be cl ients of Headwaters MB, LLC.  The decisions to include any 
company in this newsletter is unrelated in al l  respects to any service that Headwaters MB, LLC may provide to such company.  This 
newsletter may not be copied or reproduced in any form, or redistr ibuted without the pr ior written consent of Headwaters MB, LLC.  
The information contained herein should not be construed as legal advice.  

  

 


